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Abstract & Agenda

This talk introduces the Cloud Customer Architecture for Enterprise Social
Collaboration which is recently published.

= What are Cloud Solution Architectures?

= Candidate Architectures

= e-Commerce Cloud Architecture

» Open source projects that can be used to support these

= (CSCC's Cloud Reference Architecture series

Cloud Customer Architecture for e-Commerce htip://bit.ly/2camhlz

Cloud Customer Architecture for loT http://bit.ly/2cL.comc

Cloud Customer Architecture for Big Data hitp://bit.ly/2crffR2

Cloud Customer Architecture for Mobile http://bit.ly/2clYid]

Cloud Customer Architecture for Web Application Hosting hitp://bit.ly/2coTVK2

Cloud Customer Architecture for Enterprise Social Collaboration
http://bit.ly/2jDIMPD
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Cloud Customer Reference Architectures

» Cloud Customer Reference Architectures are...
» straightforward description of elements needed to implement particular application
solutions using cloud infrastructure, cloud platforms, cloud software, and cloud services
* deployment neutral (public, private, hybrid) & implementable via laaS, PaaS, SaaS
» general purpose reusable architectures as well as industry specific architectures
* vendor neutral & open

» Important because they...

* enable cloud customers to understand unique features & advantages of using cloud
computing

* bridge gap between understanding cloud customer needs and cloud provider offerings

» provide practical guidance on how common business applications can be realized from a
cloud customer role perspective

e are stable anchors in a rapidly innovating cloud landscape

* save time, effort & money: be more productive

» Useful when...
» those planning to build cloud based applications
 talking with cloud providers about their offerings
* understanding of the common elements and relationships in relevant solutions

» Target audience:
» those planning on building/purchasing cloud based applications
» developers, architects, managers

» Consistent with ISO/IEC 17789 International Standard Cloud Computing Reference Architecture

© 2017 Cloud Standards Customer Council www.cloud-council.org 4



Cloud Customer Reference Architecture Candidates

Published by
CSCC on 1/12.
Review today!

General Industry
« Social Collaboration « e-Commerce
sloT  Financial
» Big Data and Analytics * Travel
* Mobile » Healthcare
* Web App Hosting « Gaming
e DevOps * Public Sector
» Hybrid Security « Telco

 Hybrid Integration
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Cloud Customer Reference Architecture for Enterprise Social

Architecture Overview
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Cloud Customer Reference Architecture for Enterprise Social

Details View
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Cloud Customer Reference Architecture for Enterprise Social

Rich Client

E-Mail Client

Plugin Application

The User
Network contains
applications
allowing end users
to interact with
cloud services. A
Desktop Rich
Client is an
installable
application that
allows an end user
to interact with
Social Services
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Cloud Customer Reference Architecture for Enterprise Social

Mobile Application
(for i0S)

Mobile Application
(for Android)

Mobile Application
(other 0OS)

The mobile
application (mobile
app) is an installable
application designed
to be run on mobile
devices to allow end
users to interact with
Social Services.
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Deskiop
Browser

Tablet Browser

Phone/Device
Browser

USER NETWORK

MOBILE

A web browser is an
application that allows
the end user to
interact with the
Enterprise Social
Services (Social
Services) from a
desktop or mobile
device.
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Cloud Customer Reference Architecture for Enterprise Social

A Service
Consumer is a
pattern where an end
user or a peer cloud
consumes from
and/or contributes to
the Social Services
indirectly.

=P
- Content

Digital Messaging

Social Engagement

Federated Search

Personalization

Analytics

Integrated Digital
Experience
represents the
evolution and
growth of traditional
web portal solutions
providing a
comprehensive set
of capabilities to
provide a multi-
channel digital
experience.
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Cloud Customer Reference Architecture for Enterprise Social

Business users
regularly use and
access cloud services
to meet various needs.
It can be very
compelling to integrate
social and collaborative
cloud services into
them.

These Peer Cloud
services provide user
experiences that
consume content,
services, and interfaces
from the Social
Services.

Software-as-a-
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Platform-as-Ser
vice(PaaS)
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&

Domain Name
System

Content Delivery
Network

Firewall

Load Balancer

Services
needed to allow
data to flow into
the Provider
Network and
Social Services.
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Conferencing

Instant Messaging

Persistent Group
Chat

Live collaboration
provides real-time
communication
options, such as
instant messaging,
persistent chat, multi-
way audio/video calls
and on-line web
conferencing.
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Communities

Idea Management

Goal Management

Polls / Surveys

Media Gallery

Blogs
Wikis

Communities are
aggregation spaces
for people to come
together and
assemble the right
functions to meet
their needs.
Communities are
leveraged by teams
where people can
collaborate and
share ideas.
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lle Sync and
Share

File Storage

Shared Folder

Document
Live co-editing

Enterprise file sync-
and-share is a
service that allows
users to save files
such as documents,
photos and videos in
a secure data
repository in the
cloud, and then
access and share
their files with others
and across multiple
devices.
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A user directory
is a place where
information about
users and user
groups is stored
and managed.
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Peer Services integrate
into Social Services,
providing additional
functional capabilities
and enhanced
experiences that are not
inherently provided as a
core service. These
capabilities could
include functionality that
is provided by an
external solution at the
request of the consumer
organization or
capabilities that the
service provider makes
available through an
external (3rd party)
service.

=

PEER
SERVICES
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ENTERPRISE DATA

Hosts a number of
applications that
deliver business
solutions along
with supporting
infrastructure like
data storage.
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APPLICATION

Applications in a
customer’s data center
which accomplish
business goals and
objectives which may
interact with cloud
services.
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With Enterprise
Social as an
integrated suite,
there may be
security
considerations that
address or are
applicable across
the platform while
others may be
unique to a specific
service or
integration
(internal/external).

SECURITY
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This component
consists of processes
for assuring
achievement of an
organization's
policies.
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Run-time Flow

[ USER NETWORK |PROVIDER NETWORK ENTERPRISE NETWORK

| R @0
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SECURITY

1. An Acme customer accesses the organization’s web site with a
mobile device for information on a new product.

2. The customer joins a customer community, where he/she can
discuss product needs and experiences with other customers as well
as Acme's product manager.

3. Through the interaction on the website, the user invokes
components that are provided by the Social Services SaaS offering.

4. An Acme product manager (PM), while checking the related Acme
product in the cloud-based ERP system, notices an alert about the
customer's feedback on the same product through the integration of the
Social Services customer community. The Acme PM launches the
customer community from the ERP web experience to review.

5. The Acme PM creates a document cataloging the customer’s
insights and shares it with his/her network in the Social Services cloud.
The PM is able to access the Enterprise Social Services directly.

6. The Acme PM assembles experts by searching the organization’s
profiles service to identify talented people with appropriate experience
to address the customer's feedback.

7. A team is formed within the Social Services community where
outside experts can be invited to validate product changes and to
execute a plan to bring these changes to the market.

8. The team, being distributed, holds several web conferences to
review plans, discuss product details, and make key decisions.

9. The new solution is brought to market as the marketing team
leverages multi-channels to drive awareness including the
organization’s customer-facing integrated digital experience. 27



Call to Action Cloud
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ustomer
= Join the CSCC Now! Council

— To have an impact on customer use case based standards requirements

— To learn about all Cloud Standards within one organization
— To help define the CSCC’s future roadmap

— Membership is free & easy: http://www.cloud-council.org/become-a-
member

= Get Involved!

— Join one or more of the CSCC Working Groups

http://www.cloud-council.org/workinggroups

= leverage CSCC Collateral

— Visit http://www.cloud-council.org/resource-hub
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Additional Resources from the CSCC 4 Gloud
Standards

L )
Customer

Social Business in the Cloud: Achieving Measurable Business Results ﬂ‘lillllﬁil

*http://www.cloud-council.org/deliverables/social-business-in-the-cloud-achieving-measui auic-
business-results.htm

Practical Guide to Cloud Computing, Version 2.0

*http://www.cloud-council.org/deliverables/practical-guide-to-cloud-computing.htm

Migrating Applications to Public Cloud Services: Roadmap for Success

*http://www.cloud-council.org/deliverables/migrating-applications-to-public-cloud-services-
roadmap-for-success.htm

Security for Cloud Computing: 10 Steps to Ensure Success, Version 2.0

*http://www.cloud-council.org/deliverables/security-for-cloud-computing-10-steps-to-ensure-
success.htm

Cloud Security Standards: What to Expect & What to Negotiate, Version 2.0

*http://www.cloud-council.org/deliverables/cloud-security-standards-what-to-expect-and-what-to-
negotiate.htm

Practical Guide to Cloud Service Agreements, Version 2.0

*http://www.cloud-council.org/deliverables/practical-guide-to-cloud-service-agreements.htm

View all papers www.cloud-council.org/resource-hub and companion webinars www.cloud-council.org/events
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